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ABSTRACT: This work proposes a new methodology for sensor fault detection and localization using principal
component analysis (PCA). A new index is proposed in order to detect simple and multiple faults affecting
the dependent and independent process variables. A new iterative selection method of principal component
number is presented. This method determines a model allowing the detection of faults without a priori
knowledge of their natures. The fault localization is carried out using hierarchical contribution plots applied
to the proposed detection index. The performance of this approach becomes poor for a bad partitioning of the
variables into blocs. A new partitioning method is proposed to identify correctly all the faults affecting the pro-
cess. The whole proposed results were applied to a non linear noisy system subjected to simple and multiple faults.
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1 INTRODUCTION

The use of the multi statistical process control
methods (MSPC) became frequent for the diag-
nosis of complex and over instrumented physical
processes (chemical engineering, micro-electronics...,
see (Venkatsubramanian et al., 2003), (Qin, 2003)).
These methods are based on the construction of mod-
els obtained from the system historic in nominal op-
erating mode. Principal Component Analysis (PCA)
is among the most popular statistical methods. It
was successfully used as a tool for sensor fault de-
tection and localization (Qin, 2003), (Harkat et al.,
2006), (Tharrault et al., 2008a), (Tamura and Tsu-
jita, 2007), (Guerfel et al., 2009). The detection stage
is related to the generation of residuals, also known
as detection indices, which are signals that reveal the
fault presence. Those indices are obtained from the
analysis of the difference between the process measur-
ments and their estimations obtained from the PCA
model. There is a large variety of these indices (Ben
Aicha, 2008) but most of them is insensitive to the in-
dependent variables faults (Tharrault, 2008b). In or-
der to mitigate this disadvantage, a new index allow-
ing the detection of faults affecting the dependent and
independent variables is proposed in this work. The
PCA based fault detection stage depends closely on
the retained number of principal components. Most
of the methods permitting the choice of this number
(Valle, 1999) do not take into account the fault effect
on the computed PCA model (Tamura and Tsujita,

2007). Inspired from the work of (Harkat et al., 2006),
a new iterative method is proposed for the determina-
tion of the principal component number to retain in
the PCA model. This method uses conjointly nominal
operating data to identify the PCA model and faulty
data in order to fix its structure. The fault localiza-
tion can be carried out using many methods (Harkat
et al., 2002). The contribution plots is a widely used
localization method (Qin et al., 2001), (Kourti and
MacGregor, 1996), (Westerhuis et al., 2000), (Qin,
2003), (Alcala and Qin, 2009). However, it can give
wrong localizations for the simple and multiple fault
case (Yue and Qin, 2001), (Harkat et al., 2002). In or-
der to minimize the wrong localizations, a pertinent
approach called hierarchical contribution plots was
proposed (MacGregor et al., 1994). This approach
consists in dividing the process variables into blocs.
The computation of the contributions permits the lo-
calization of the faulty bloc(s). Those blocs are anal-
ysed in order to identify the faulty variable(s). The
performance of this approach becomes poor for a bad
partitioning of the variables into blocs. To avoid this
risk, a new method of variable partitioning is pro-
posed. It determines the blocs according to the vari-
ables contributions in the nominal operating mode.
The application of this method on the proposed index
permits to identify correctly the simple and multiple
faults affecting the dependent and independent vari-
ables. The paper is organised as follows. Section 2 is
a brief recall of the PCA principle. Section 3 is de-
voted to the proposition of a new fault detection index
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as well as its detectability conditions. The proposed
criterion for the PCA model fixation is presented in
the section 4. Section 5 presents the localization via
the classical and hierarchical contribution plots in the
case of the proposed index. A new method permitting
the partitioning of the system variables into blocs is
also presented. The last section illustrates the ap-
plication of the previous sections results on a noisy
non linear system affected with simple and multiple
faults.

2 Principal Component Analysis

Let x(k) = [x1(k) . . . xm(k)]
T

be a normalized vec-
tor, scaled to zero mean and unity variance, contain-
ing the m observed variables (inputs and/or outputs)
in the instant k of the process in nominal operating
mode. Modeling a process via PCA consists in seek-
ing an optimal linear transformation (with respect to
a variance criterion) of the vector x(k) into a new one
called t (k) and defined as follows :

t (k) = PT x (k) =
[

t1(k) . . . tm(k)
]T

(1)

The quantities tj ; j ∈ {1, . . . , m}, called principal
components are uncorrelated and arranged in the de-
creasing variance order. The column vectors pj of the
matrix P ∈ R

m×m represent the eigenvectors corre-
sponding to the eigenvalues λj obtained from the di-
agonalization of the correlation matrix Σ of a data
matrix X :

Σ = PΛPT with PPT = PT P = Im (2)

The data matrix X is formed from the juxtaposition
of x(k) in different instants. It is defined as follows :

X =
[

x(1) · · · x(N)
]T

(3)

The eigenvectors and eigenvalues matrices Λ and P
are divided into two parts. The first part corresponds
to the retained process variations and the second part
is associated to the neglected process variations :

Λ =

[

Λ̂ 0

0 Λ̃

]

P =
[

P̂ P̃
]

(4)

The principal component vector t (k) is also divided
into two parts :

t (k) =
[

t̂(k) | t̃(k)
]T

(5)

with t̂ (k) = P̂T x (k) ; t̃ (k) = P̃T x (k)

where t̂(k) ∈ R
m−i contains the significative pro-

cess variations while t̃(k) ∈ R
i represents the quasi

null linear combinations between the process variables
xj(k). Thus, the data vector x(k) is decomposed :

x (k) = x̂ (k) + e (k) (6)

with x̂ (k) = Ĉx (k) ; e (k) = C̃x (k)

The vectors x̂ (k) and e (k) represent respectively the
estimate and the error vectors obtained from the PCA
model. The matrices Ĉ = P̂ P̂ t and C̃ = Im − Ĉ
form the PCA model of the process. Thus, this model
divides the data space into two orthogonal subspaces :
the principal subspace of representation formed by
the m− i first eigenvectors and the residual subspace
formed by the i last eigenvectors.

3 Fault detection via PCA

The detection stage is based on the analysis of the
residuals also called indicators or detection indices.
Those indicators are obtained via the analysis of
the error vector e(k) or via the analysis of the esti-
mates vector x̂(k). The process is declared in failure
mode if the detection index is higher than its thresh-
old. Among these indices, one finds the Hotelling
T 2 statistic (Hotelling, 1933) and the squared pre-
diction error SPE (Box, 1954). The index T 2 can
only detect the shifts in the mean of the process vari-
ables (Guerfel et al., 2008). This statistic is able to
detect faults affecting the independent variables and
not able to detect weak magnitude faults that affect
the dependent variables (Ben Aicha, 2008). The in-
dex SPE can only detect the changes in the corre-
lations between the process variables (Harkat et al.,
2006). Consequently, this index is not able to de-
tect the faults on the independent variables but can
detect the small magnitude faults affecting the depen-
dent variables. This index is very sensitive to model-
ing errors and its performance closely depends on the
choice of i. This work proposes a new detection index
allowing the detection of dependent and independent
faulty variables, which allows a good robustness with
respect to the choice of i (Guerfel et al., 2008).

3.1 Proposed fault detection index

The proposed fault detection index Gi; i ∈
{1, . . . , m} is based on the sum of the squares of the
i last principal components weighted by the inverse
of their variances. Its expression is :

Gi(k) = xT (k)Hx(k) =
∥

∥

∥
H1/2x(k)

∥

∥

∥

2

(7a)

=

m
∑

h=m−i+1

t2h(k)

λh
(7b)

where H = P̃ Λ̃−1P̃T ∈ R
m×m and ‖·‖ is the Frobe-

nius norm.
The index Gi follows theoritically a Chi-square dis-
tribution with i liberty degrees χ2

i,α, α represents the
confidence limit. A fault is detected in an instant k,
if :

Gi(k) > χ2
i,α (8)

The index Gi represents an SWE (Oxby and Shah,
1998) computed with a PCA model formed by m − i
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principal components. The SWE index is robust re-
garding the choice of i and permits the detection of
weak magnitude faults affecting the process (Oxby
and Shah, 1998). In the case where i is equal to m,
the proposed index corresponds to a Mahalanobis dis-
tance D (Qin, 2003). This distance allows the de-
tection of independent variable faults (Thaurrault,
2008b). Thus, the significant feature of the proposed
index resides in the fact that it can be extended to
cover different subspaces in the data space. Conse-
quently, this index has the aptitude to detect any
type of fault affecting the process. In some cases, it
is not necessary to exploit all the data space because
the augmentation of the detection threshold can pre-
vent the detection of weak magnitude faults. Thus,
an adequate selection of i adapted to the type of fault
to detect can solve this compromise.

3.2 Faults detectability conditions

In the presence of nd faults of magnitudes equal to
F ∈ R

nd ;nd ≥ 1, acting in the directions Ξd and
affecting a subset d (of cardinal = nd) of variables,
the measurement vector x(k) is written :

x(k) = x∗(k) + ΞdF (k) (9)

where x∗(k) designates the non faulty mesurement
vector. The orthonormal matrix Ξd ∈ R

m×nd is
formed with 0 to indicate a non faulty variables (re-
spectively with 1 for faulty variables).
By replacing the equation (9) in (7a), one obtains :

Gi(k) =
∥

∥

∥
H1/2(x∗(k) + ΞdF (k))

∥

∥

∥

2

(10)

In the case where Ξ̃d = H1/2Ξd = 0, the faults are
not detectable. Thus, the necessary detectability con-
dition is :

∥

∥

∥
Ξ̃d

∥

∥

∥
= σmax(Ξ̃d) 6= 0 (11)

where σmax(∗) désignates the maximal singular value
of the matrix ∗.
The application of the triangular inequality on the
equation (10) leads to the following result :

∥

∥

∥
H1/2(x∗(k) + ΞdF (k))

∥

∥

∥
≥

∥

∥

∥
Ξ̃dF (k)

∥

∥

∥
−

∥

∥

∥
H1/2x∗(k)

∥

∥

∥

(12)

As
∥

∥H1/2x∗(k)
∥

∥ ≤ χi,α and Gi(k) > χ2
i,α, the suffi-

cient fault detectability condition is :

σmax(Ξ̃dF (k)) ≥ 2χi,α (13)

4 Proposed method for the fixation of the

PCA model structure

The number of the retained prinicipal component
(equal to m− i) has a significatif impact on the fault

detection stage (Kano et al., 2002). Several criteria
were proposed for the selection of this number (Valle
et al., 1999), (Qin and Dunia, 2000). Valle et al. have
demonstrated in (Valle et al., 1999) that the VNR cri-
terion (Qin and Dunia, 2000) is the most interesting
because it takes into account the redundancies be-
tween the process variables. However, this criterion
does not take into account the influence of the faults
on the choice of i and gives an average number i for
all kind of faults affecting the process. To take into
account the influence of faults on the choice of i, the
authors in (Tamura and Tsujita, 2007) propose to
determine this number according to the fault direc-
tions. However, the generalization of this method to
multiple faults is unrealizable due to the great num-
ber of cases to take into account. All the methods
cited previously use nominal operating data and de-
termine off-line the number i. Inspired from the work
of (Harkat et al., 2006), one proposes an iterative se-
lection method. It uses conjointly nominal operating
data to identify the PCA model and faulty data to fix
i in an on-line mode. The principle of this method,
illustrated on figure 1, is explained as follows :

1. Initialization i = 1.

2. Acquire nominal operation data. Compute X,
Σ, Λ and P .

3. Compute Gi(k), χ2
i,α from data in failure mode.

4. If Gi(k) > χ2
i,α, go to 6. Else go to 5.

5. If i < m then i = i + 1, go to 3. Else fault non
detectable, go to 7.

6. Localization via contribution plots using Gi(k).

7. End algorithm.

The proposed method can be applied in the simple
and multiple fault case. This method determines the
smallest number i which enables the fault detection
for the first time without a priori knowledge on the
fault(s), their direction(s) and their type(s). Its dis-
advantage lies in the use of faulty process data to
ensure the choice of the PCA model structure.
In order to supress false alarms, the process is con-
sidered in failure mode (Gi(k) > χ2

i,α), if Gi(k) has

shown six succeeding values larger than χ2
i,α. The

value ”six” is determined in an empirical way and
must be adjusted according to the treated applica-
tion.

5 Localization via contribution plots

Three approaches can be used for fault localization
via PCA. The first is based on the residual struc-
turation (Gertler and Cao, 2004). The second uses
a bench of models sensitive to a particular subset
of faults (Huang et al., 2000), (stork et al., 1997),
(Dunia and Qin, 1998). The third approach, treated
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Figure 1: Algorithm of the proposed sensor fault de-
tection and isolation method

in this work, is based on the computation of the con-
tribution of different variables to the detection index
(Westerhuis et al., 2000), (Qin, 2003), (MacGregor
el al., 1994). The variables with the greatest con-
tributions are suspected to be faulty. This method
presents many inconvenients. On one hand, most of
the works are based on the definition of the approxi-
mative contributions of the variables to the statistics
SPE and T 2 (Kourti and MacGregor, 1996), (Harkat
et al., 2002), (Qin et al., 2001). On the other hand,
those contributions are sensitive to the variables am-
plitudes (Yue and Qin, 2001). The variables with the
higher values have great probability to be suspected
as faulty. To mitigate the disadvantages mentioned
above, a pertinent approach called hierarchical contri-
bution plots was proposed (MacGregor el al., 1994),
(Qin et al., 2001). This approach divides the vari-
ables into multiple blocs based on the knowledge of
the process. The hierarchical contribution plots gives
better localization results compared to the classical
approach (Qin, 2003). This section defines the classi-
cal and hierarchical contribution plots in the case of
the proposed index Gi.

5.1 Classical contribution plots

Using the definition of Alcala and Qin (Alcala and
Qin, 2009), the equation (7a) can be written :

Gi(k) =

m
∑

j=1

(ξT
j H1/2x(k))2 =

m
∑

j=1

contj(k) (14)

The classical contribution of the jth variable to the
index Gi is :

contj(k) = (ξT
j H1/2x(k))2 (15)

where ξj designates a column vector having 1 in the
jth position and 0 elsewhere.
The jth variable is considered faulty, if :

contj(k)

τ2
j

> 1 (16)

The quantity τ2
j represents the threshold of contj(k),

the results of (Box, 1954) permit the determination
of its coefficient rj and its liberty degree bj :

τ2
j ≡ rjχ

2
bj ,α (17)

with

rj =
ξT
j HΣHξj

ξT
j Hξj

; bj = 1 (18)

5.2 Hierarchical contribution plots

The hierarchical contribution plots divides the m
variables in n blocs containing mb variables, b ∈
{1 , . . . , n}. The Gi(k) index can be written :

Gi(k) =

∥

∥

∥

∥

∥

n
∑

b=1

H
1/2

b xb(k)

∥

∥

∥

∥

∥

2

(19)

The notation xb(k) =
[

xb,1 . . . xb,mb

]T
∈ R

mb

designates a vector containing the variables of the bth

bloc. The matrix Hb is given as follows :

Hb = P̃bΛ̃
−1P̃b

T ∈ R
mb×mb (20)

where P̃T
b =

[

pb,1 . . . pb,mb

]

∈ R
i×mb is the ma-

trix formed via the juxtaposition of the eigenvectors
pb,s; s ∈ {1, . . . ,mb} associated to the bth bloc.
The expression of the contribution of the bth bloc is :

contb(k) =
∥

∥

∥
H

1/2

b xb(k)
∥

∥

∥

2

=

∥

∥

∥

∥

∥

mb
∑

s=1

H
1/2

b,s xb,s(k)

∥

∥

∥

∥

∥

2

(21)

where xb,s(k) and Hb,s represent respectively the sth

component of xb(k) and the sth line of Hb.
The bth bloc is considered faulty, if :

contb(k)

τ2
b

> 1 (22)

where τ2
b designates the threshold of contb(k), it is

given as follows :

τ2
b ≡ rbχ

2
bb,α (23)

with

rb =
trace

{

(ΣbHb)
2
}

trace {ΣbHb}
; bb =

{trace(ΣbHb)}
2

trace {(ΣbHb)2}
(24)
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and Σb = cov(x∗

b(k)).
If the bth bloc is declared to be in failure, a contri-
bution plots computation of its different variables is
necessary in order to determine the origin of the fault.
The sth variable contribution to the bth bloc is :

contb,s(k) =
∥

∥

∥
H

1/2

b,s xb,s(k)
∥

∥

∥

2

(25a)

=

m
∑

h=m−i+1

p2
b,hsx

2
b,s(k)

λh
(25b)

where pb,hs designates the hth component of the vec-
tor pb,s. The sth variable of the bth bloc is faulty,
if :

contb,s(k)

τ2
b,s

> 1 (26)

The threshold τ2
b,s is computed similarly to τ2

b .

Remark The thresholds computed in a theo-
ritical manner can be inadequate in the case of the
classical and hierarchical contribution plots. For this
reason, they can be adapted by training on nominal
data.

5.3 Proposed method for the choice of blocs

The choice of the blocs and their variables has a major
impact on the performance of the localization results.
Qin (Qin, 2003) subdivides the different variables ac-
cording to the physical knowledge of the process. In
this work, one proposes a new partitioning method of
the variables into blocs.
Let Z be a vector defined as follows :

Z =
1

l

l
∑

k=1

M(k)y(k) (27a)

=
[

cont∗1 . . . cont∗m
]T

(27b)

where y(k) = H1/2x∗(k) ∈ R
m.

The notation M(k) = diag(y1(k) . . . ym(k)) desig-
nates a diagonal matrix formed with the jth compo-
nents of y(k).
The quantity cont∗j represents the mean computed

on l samples of the contribution of the jth variable in
nominal operating mode.
The partitioning of the m variables into n blocs is
determined in a heuristic way according to the mag-
nitude of the vector Z components (27b). The vari-
ables xj associated to the great coefficients cont∗j are
gathered into a bloc, the variables corresponding to
the average coefficients are gathered into another bloc
and so on.
This partitioning method brings back the average
contributions of variables of every bloc to the same
order of magnitude in nominal operation. In the pres-
ence of faults in the bth bloc, the contributions of all

its variables increase with respect to their nominal
values. The most significant augmentation is that
of the faulty variables. This augmentation can be
masked by the variables having the greatest contri-
butions in nominal operation in the case where this
partitioning is not respected. Thus, this partitioning
method minimizes the probability of erroneous local-
izations.

6 Application

In order to test the efficiency of the new methodology
for the detection and localization of simple and mul-
tiple faults affecting the dependent and independent
variables, one considers the system described by the
following equations :































































zb
1(k) = sin(k/4) + υ(k)2 + 1

zb
2(k) = cos(k/4)3 exp(−k/N)

xb
1(k) = zb

1(k) + ε1(k)
xb

2(k) = zb
2(k) + ε2(k)

xb
3(k) = zb

2(k)3 + ε3(k)
xb

4(k) = zb
1(k) + zb

2(k) + ε4(k)
xb

5(k) = zb
2(k) − zb

1(k) + ε5(k)
xb

6(k) = 2zb
1(k) + zb

2(k) + ε6(k)
xb

7(k) = zb
1(k) + zb

3(k) + ε7(k)
xb

8(k) = υ1(k) + ε8(k)

(28)

where xb
j(k) ; j ∈ {1, . . . , 8} designate the system

measurements (inputs or outputs). zb
1(k) and zb

2(k)
designate the real system inputs. The quantities υ(k)
and υ1(k) designate random variables following a re-
duced centered normal law. The variables εj(k) rep-
resent the measurements noise. They are obtained via
realizations of random variables following centered
normal law with steady deviation equal to 0.095. The
system (28) presents linear and non linear redundancy
relations as well as an independent variable (xb

8(k)).
The system is simulated a first time for N = 500
observations. The evolution of its measurements is
illustrated on the figure 2.

After the centering and the reduction of the mea-
surements, they are used to build the data matrix X
via (3). The diagonalization of the correlation matrix
of X permits the identification of its eigenvalues and
its eigenvectors.

6.1 Simple fault case

The system (28) is simulated a second time on 500
samples and a fault is added to the dependent vari-
able xb

6 since the sample 300 till the end of this sim-
ulation. This fault is represented by a constant bias
of amplitude equal to 6% of the variation domain of
xb

6. The application of the proposed method for PCA
model selection gives i = 1 (the fault is detected via
G1). The evolution of this index is illustrated on the
figure 3. In order to identify the faulty variable, one
applies the classical contribution plots on the index
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Figure 2: Evolution of the variables xb
j

G1. The left hand side of figure 4 shows the classical
contribution of variables weighted by the inverse of
their thresholds at the sample 400. This figure shows
that the variables x1, x4, x6 and x7 are faulty but
only x6 is really responsible of the fault. The analy-
sis of the coefficients of the matrix Z (27b), computed
with l = 20 samples in nominal operation mode, per-
mits the division of the system variables into three
blocs. A bloc A containing the variables x1, x2 and
x3, a bloc B gathering the variables x4, x5 and x6

and a bloc C formed by the variables x7 and x8. The
right hand side of figure 4 illustrates the contribution
of these three blocs weighted by the inverse of their
thresholds at the sample 400. Only the contribution
of the bloc B exceeds 1 which indicates that this bloc
is responsible of the fault. The figure 5 presents the
values of the normalized contribution of the different
variables of the bloc B at the sample 400. This figure
reveals that only x6 is responsible of the fault. Thus,
the hierarchical contribution plots permits to identify
correctly the faulty variable contrary to the classical
contribution plots.

6.1.1 Multiple fault case

A third simulation is carried out on 500 samples and
three bias type faults affecting the dependent vari-
ables xb

1, xb
4 (of amplitude equal to 10% of their vari-

ation domain) and the independent variable xb
8 (of

amplitude equal to 150% of its variation domain) are
simultaneously introduced from the sample 300 till
the end. The application of the proposed method for
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Figure 3: Evolution of G1 in the second simulation
case
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Figure 4: Classical and hierarchical contribution plots
at the sample 400 (second simulation case)

PCA model selection gives i = 1 (the fault is detected
via G1). The evolution of this index is illustrated on
the figure 6. The left hand side of figure 7 illustrates
the value of the normalized classical contibutions ob-
tained at the sample 400. This figure shows that the
variables x4, x5 and x6 are faulty. The bloc partition-
ing used in this case for the hierarchical contribution
is the same as the one used in the second simulation.
The values of the normalized bloc contributions at the
sample 400 are shown on the right hand side of the
figure 7. This figure shows that the blocs A, B and C
contain faulty variables. The figure 8 illustrates the
normalized contributions of each bloc variables. From
this figure, one can conclude that the faulty variables
are x4, x6 and x8.
The performance of the hierarchical contribution
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Figure 5: Contribution of the variables of the bloc B
at the sample 400 (second simulation case)
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plots can be degraded for a bad partitioning of the
system variables into blocs. One considers the case
where the system variables are splitted into three
blocs as follows : a boc A1 containing the variables
x1, x5 and x7, a bloc B1 formed with x2, x3 and x8

and a bloc C1 gathering x4 and x6. The value of the
normalized contribution of these blocs, in the third
simulation case, at the sample 400 is shown on the
figure 9. This figure shows that the blocs A1 and C1

are not responsible of the fault whereas A1 contains
the faulty variable x1 and C1 contains the faulty vari-
able x4.
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Figure 6: Evolution of G1 in the third simulation case
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Figure 7: Classical and hierarchical contribution plots
at the sample 400 (third simulation case)

7 Conclusion

The proposed index is able to detect the faults affect-
ing the dependent and independent variables. A new
iterative method is proposed to determine the struc-
ture of the PCA model. Unlike existing methods, this
one determines the principal components number in
an on-line mode. This modeling method allows the
detection of the faults without a priori knowledge on
their natures. The localization method, adopted in
this work, uses the contribution plots applied to the
proposed index. The hierarchical contribution plots
is more efficient than the classical one in fault local-
ization. However, the performance of the hierarchical
contribution plots depends closely on the partitioning
of the blocs and its variables. A partitioning, com-
puted from the suggested method, permits the correct
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Figure 8: Contribution of the variables of the blocs
A, B and C (third simulation case)
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Figure 9: Contribution of the blocs A1, B1 and C1

(third simulation case)

localization of simple and multiple faults affecting the
dependent and independent variables.

REFERENCES

Alcala C. F. and Qin S. J., 2009. Reconstruction-
based contribution for process monitoring. Au-
tomatica, vol. 45, p. 1593-1600.

Ben Aicha A., Juillet 2008. Diagnostic des sys-
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